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Silverfort provides air-gapped networks with a purpose-built MFA solution that addresses the
unique needs of this environment. Traditional MFA solutions rely on network connectivity by
installing agents on protected machines, or else need to modify the application’s
authentication code. Silverfort avoids these by providing an agentless MFA solution that applies
to all Active Directory authentication traffic.

Silverfort is the Only MFA Solution Optimized for Air-Gapped Networks

FIDO2-Compliant

Hardware Tokens
Silverfort enables organizations to
choose their authenticator in the

air-gapped environment, including
any FIDO2 hardware token.

Agentless

Architecture
Silverfort integrates directly with AD
in the air-gapped environment so that
there's no need to install agents on the
individual workstations and servers.

Protects Legacy Apps
With No Code Changes

Silverfort does not alter the authentication
mechanism of the applications in the
air-gapped network, delivering full protection
‘as is.’

No Updates
or Reboots

Silverfort's architecture is ideal for critical
systems that operate in 365/24/7
availability mode, since there is no software
that needs to be installed which requires
rebooting or updating.

How Does Silverfort MFA for Air-Gapped Neworks Work?
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